CYPRO AB

NiS2 COMPLIANCE WORKSHOP

The expected output of an initial NIS2 (Network and

Information Systems Directive 2) compliance @
workshop with a client should include a clear 00K
understanding of the client's current cybersecurity

posture, their obligations under NIS2, and a roadmap Predict

for achieving compliance.

WHAT ARE THE GOALS?

The ultimate goal of the NIS2 compliance workshop is to provide the client with a comprehensive understanding of their
compliance requirements, a roadmap for achieving compliance, and the knowledge and tools necessary to improve their
cybersecurity posture in accordance with NIS2 regulations. It sets the foundation for a successful compliance initiative.

WHAT ARE KEY DELIVERABLES?

At Cypro, we help address some dominant challenges and questions that your organizations typically have when
considering SOC services. They are:

No. Deliverable: Description:
Current ¢ Adetailed assessment of the client's current cybersecurity practices, policies, and procedures.
1 Cybersecurity ¢ |dentification of existing cybersecurity controls and their effectiveness.
Assessment: e Evaluation of the client's risk management processes.

¢ Clarification of the scope of NIS2 regulations and how they apply to the client's organization.

d
2 i\coﬁieczgilit ) * Identification of critical assets and essential services that fall under NIS2 compliance
PP Y- requirements.
3 Regulatory e Education on the specific requirements and obligations imposed by NIS2, including reporting
Awareness: incidents, risk assessments, and security measures.

¢ |dentification of gaps and deficiencies in the client's current cybersecurity measures
4 Gap Analysis: concerning NIS2 compliance.
¢ Prioritization of these gaps based on risk and criticality.

ABOUT US

Cypro AB will help you to comply with directives as NIS2 and standards as ISO 27001 with the mission
to stay compliant and secure over time. Our top-tier global security assessment team includes experts

specializing in red teaming and information security offers unparalleled insight into potential coNTACT us
vulnerabilities.

. . . . . httpss://cypro.se
A state-of-the-art Security Operations Center (SOC) enables us to deliver the highest level of security

services, actively monitoring and responding to possible threats. Contact@cypro.se




CYPRO AB

A Qualified and Trusted Partner in Cyber Security

KEY DELIVERABLES

No. Deliverable: Description:
¢ |dentification of gaps and deficiencies in the client's current cybersecurity
5 Gap Analysis: measures concerning NIS2 compliance.
e Prioritization of these gaps based on risk and criticality.
e Assessment of potential cybersecurity risks and threats faced by the client.
6 Risk Assessment: e Evaluation of the potential impact of these risks on critical assets and essential
services.
¢ Development of a customized compliance roadmap tailored to the client's
7 Compliance organization.
Roadmap: ¢ Phased plan outlining the steps required to achieve NIS2 compliance.
¢ Assignment of responsibilities and timelines for each phase.
. ¢ Creation or enhancement of an incident response plan that aligns with N1S2
Incident Response . . .
8 Plan: incident reporting requirements.
’ Procedures for identifying, reporting, and mitigating security incidents.
Security Policies and e Review an‘d update of existing cybersecurity policies and procedures to align with
9 NIS2 requirements.
Procedures: .
e Development of new policies as needed.
10 Security Awareness e Recommendations for employee training and awareness programs to ensure that
and Training: staff understands NIS2 compliance and their roles in it.
1 Documentation e Guidance on the documentation needed to demonstrate compliance, including
Requirements: incident reports, risk assessments, and security policies.
12 Key Performance ¢ |dentification of KPIs and metrics that will be used to measure progress toward
Indicators (KPls): NIS2 compliance.
Legal and . . . - L
¢ Clarification of legal and regulatory considerations specific to the client's industry
13 Regulatory s
. . and jurisdiction.
Considerations:
o Clearly defined next steps for the client to begin their journey toward NIS2
compliance.
14 Next Steps: . . .
ext Steps ¢ Information on how to engage further with compliance experts, consultants, or
service providers.
15 Q&A and * Anopportunity for the client to ask questions and seek clarifications on NIS2
Clarifications: compliance matters.
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Initiate Your Defense: Connect with Cypro's Experts Today!




